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Overview

This user guide explains the procedures to be followed to integrate CyberArk Identity
system with any downstream application through the Aquera SCIM gateway. This
setup helps provisioning or deprovisioning of users from CyberArk Identity to the
downstream application.

To explain the process, we have considered Duo Security as the downstream
application to which the users in CyberArk Identity system need provisioning.

The following procedures are involved:

e Configuring the Downstream Application in Admin
¢ |ntegrating CyberArk Identity with Downstream Application

Prerequisites

e Make sure that the user has access credentials for Aquera Admin application,
CyberArk Identity system, and the downstream application (DuoSecurity).

e Make sure that the users to be provisioned are imported to the CyberArk
Identity system from an HR system. To import users from an HR system to
CyberArk Identity using Aquera's HR Onboarding Bridge, refer to Orchestration
from HR System to CyberArk Identity User Guide.
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Configuring the Downstream Application

in Admin

This section describes how to configure the Duo Security application, which is the
downstream application to which users need to be provisioned.

1. Log in to the Aquera Admin App.
2. Navigate to Applications and click on Add Application.
3. Search for DuoSecurity and click on the DuoSecurity icon.

Aquera duosecurity| ® Q
Dashboard

Applications . . l

Logs Duo Security

Agent

Users

Orchestrations

Aggregation

4. Configure the DuoSecurity application as explained in the DuoSecurity
Configuration Guide. If you are provisioning to a different application, refer to
the corresponding configuration guide.

The downstream application is created in the Admin application.

Integrating CyberArk Identity with
Downstream Application

This section explains the procedure to integrate CyberArk Identity with a
downstream application, for example, Duo Security.

1. Log in to your CyberArk Identity account using the administrative credentials
provided to you.
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Authentication

admin_vikas.math@aquera.com.71

Password

& cYBERARK

M Keep me signed in

2. Click Web Apps in the left navigation pane.

22 CYBERARK [PEELIREISE

@ Idaptive Admin
Portal

@ Dashboards

& Core Services
Users
Roles
Policies
Reports

Requests

88 Apps

Mobile Apps

Security Overview w
1
MFA Login
see Denied Logins and Self Service &
6
4 M
2
~
Jan 09 2021 Jan 10 2021 Jan 11 2021 Jan 12 2021
Denied Logins Denied Feature Access Denied Self Service
~
Details

The Web Apps page is displayed.

Web Apps

@ admin_vikas.math

QU Search Al Web Applications

Name 1

Concur

ouo

DUO-SAML

SAML

SAML

2000

User Portal

Type Description Provisioning App Gateway status Sets

Web - SAML + Provisioning Concur is leading global provi...  Disabled Ready to Deploy

Web - User Password This template enables you to Ready to Deploy Lo

Web - SAML + Provisioning This template enables you to Enabled Ready to Deploy Bookmark Web
Web - SAML This template enables you to Ready to Deploy OpeniD Connect Web
Web - SAML + Provisioning This template enables you to Ready to Deploy Portal Web
Web - Portal The User Portal s your interfa...  Disabled Deployed Grompe
S50 Web

User Password Web

Ws-Fed Web

3. Click Add Web Apps at the top-right corner of the page. A pop-up window is

displayed.
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_|m|

Search

EE Add Web Apps

Custom

Import

Close

Select one of the templates to add a custom
web application.

Or, use Infinite Apps to add User-Password
applications automatically.

Add web applications to enable single-sign on

OAuth2 Server ©® Add
OpeniD Connect @ Add
SAML @ Add

>of [ J{zo]|>o] >

User-Password @ Add

ws-Fed © Add

4. Click the Custom tab and click Add next to SAML. A pop-up message is

displayed prompting you for confirmation.

5. Click Yes to confirm and close the Add Web Apps pop-up window. The

Add Web App

Description

This template enables you to provide single sign-on to
a web application that uses SAML (Security Assertion
Markup Language) for authentication.

Do you want to add this application?

following page is displayed.
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& Back to Web Apps ® admin_vikas.math -

£} samL

Type: Web - SAML + Provisioning Status: Ready to Deploy

Settings
Settings
Learn more
Trust
SAML Response Description
Permissions c and Description for (0]
*
Policy Name
DuoSecurity Af
Account Mapping uoSecurity App
Description

Linked Applications

This template enables you to provide single ign-on to a web
application that uses SAML (Security Assertion Markup Language) for

App Gateway authentication,

Workflow

Changelog Category *

[ Other

nded image size is 180 x 180

Advanced

Application 1D ®
Apprey ©

b0341b9b-8913-4510-831-c10d806(7d3b Copy Key

¥ Showin user app list ©

« )
6. Enter the Name of the downstream application, for example, DuoSecurity App,

and click Provisioning on the left navigation page.
7. Select Enable provisioning for this application. A confirmation prompt

window is displayed.

X

SCIM Provisioning

You have chosen to enable SCIM (System for Cross-domain Identity
Management) provisioning for this application. If the application
does not support SCIM, then provisioning will not be successful. Do
you wish to proceed?

8. Click Yes to confirm provisioning to the application.
9. Enter the following details on the Provisioning page.
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& Back to Web Apps

) samL

Type: Web - SAML + Provisioning Status: Ready to Deploy

Provisioning
Settings
Learn more
Trust
¥ Enable provisioning for this application
SAML Response
Preview Mode (changes will not be committed)

Permissions ® Live Mode
Policy SCIM Service URL
Account Mapping https://api.aquera.io/scim/51f936555( *~ 71T T T T T . i-2

Linked Applications Authorization Type ®

Provisioning OAuth 2.0

®’ Authorization Header
App Gateway

Header Type
Workflow
Basic v
Changelog
Admin Name *
[

Admin Password *

[ :

10. Enter the SCIM Service URL, which has to be the URL copied from the
DuoSecurity application configured in Aquera Admin.

Pick your protocol

scim h

Copy this URL

https://api.aquera.io/s

11. Select the Authentication Type based on the type of authentication
supported by the Downstream application. In this case, we have to select
Authorization Header for DuoSecurity.

12. Select the Header Type. For DuoSecurity application, the authentication type
is Basic.

13. For Basic authentication, enter the Admin user credentials for the application.
For DuoSecurity, the username and password are the Client ID and Client
Secret of your DuoSecurity account.

14. Click Verify. When the DuoSecurity configuration is verified successfully, the
following fields are displayed.
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Settings

Trust

SAML Response
Permissions

Policy

Account Mapping
Linked Applications
Provisioning

App Gateway
Workflow

Changelog

Provisioning

Learn more

Sync Options:
Sync (overwrite) users to target application when existing users are found with the same principal name ®

*/ Do not sync (no overwrite) users to target application when existing users are found with the same principal name @

¥ Do not de-provision (deactivate or delete) users in target application when the users are removed from mapped role ®

Sync groups from local directory to target application (this option overrides any destination group selection in Role Mappings) ®

User Deprovisioning Options:
®) Disable user ©

Delete L
¥ Deprovision (deactivate or delete) users in this application when they are disabled in the source directory ®
Role Mappings

Add

Name

Nothing configured
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15.
16.

Set the options for user sync with the downstream application, as required.
Set the role mappings, if required, to map user role to groups in the

downstream application. NOTE: The roles can be created, and the users and

applications can be assigned to the role using the Roles option available on

the left navigation pane.

17.
18.

@, Core Services

Users
Roles
Policies
Reports

Requests

88 Apps
Web Apps

Mobile Apps

@ Endpoints

i’ Downloads

{6} Settings

Customization
Endpoints
Authentication
Network

Users

A~

Click Save to create the downstream application.
Click Users > Outbound Provisioning on the left navigation pane.

Sources

Outbound Provisioning

Directory Services .
Use these settings to configure application provisioning, where the Identity Services automatically adds and remo

Social Login Learn more

Partner Management
Email address for report delivery

Other

Reporting options (note: a report is always sent if an error is encountered during sync)

Administrative Accounts ' Send report on full sync

Inbound Provisioning Send report on individual user sync

Include debug trace in the report

Outbound Provisioning
Idle User Session Timeout Synchronization

Select the provisioned application and click the Start Sync button to begin synchronization. A summary report is mailed
applications in preview mode.

Provisioning Enabled Applications

[ DUO-SAML|

v l Start Sync

View Synchronization Job Status and Reports

Run synchronization daily for all enabled applications

19. Select the application name that you just created from the Provisioning
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Enabled Applications drop-down box and click Start Sync.

This complete the downstream app configurations in CyberArk Identity.

Oy M

Was this article helpful?

Yes ’ ‘ No

0 out of 0 found this helpful
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